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includes the authority for collecting the information; the principal purpose
for which the information is intended to. be used; the routine uses of the
information; and the effects on the individual, if any, of not providing all or
any of part of the requested information.

. Data Loss Prevention (DLP) is a tool used by the Departrnent to assess and
mitigate actual or suspected breaches. A breach is defined as the loss of
control, compromise, unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar term referring to situations in which
persons other than authorized users or authorized persons for an other than
authorized purpose, have access or potential access to PII, whether non-
cyber or cyber.

Type of Review . . - -Completed Pending

o o ' Reviews |  Reviews

Privacy Impact Assessments _ 38 ' 12
Systems of Records Notices | 5 ' 4
Privacy Act Statements’ 34 ’ 6
Data Loss Prevention Incidents 1 1,178 0

. Prlvacy Impact Assessments Summary of key PIAs for thls reporting
period .

1 CLAIMS gAugust 2015{ The Department of State Ofﬁce of
Transportation’s (A/LM/OPS/TTM) Claims application is used to
track claims submitted by personnel for damages, theft or loss of
personal household effects. The updated PIA reflects that the system
no longer requests the SSN. The Transportation Office found it could
accomplish its mission without it. The elimination of the SSN
contributes to the Department’s efforts to reduce the unnecessary
collection and use of SSN.

2. Consular Consolidated Database QCCDQ (July 2015) This system is
an integral part of the Department’s consular program. It provides a
near real-time aggregate of the consular transaction activity collected
domestically and at post databases. CCD is a one-stop access point to
consular data and to prevent and track fraud. This PIA was updated as















